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Please note: This product is non-refundable





Course Specifications





Course Number:

035178




Course Length:

5 DOT





Course Description





Overview:

Gain the skills required to pass the CompTIA CySA+ certification exam with the CompTIA Cybersecurity Analyst (CySA+) course and lab. The lab is versatile and delivers a hands-on experience, replacing expensive physical labs. The CompTIA CySA+ training course and lab cover the CS0-002 exam objectives and offer an interactive learning experience required to analyze and interpret data; identify and address vulnerabilities, and more. The CySA+ study guide has all the learning resources to help you master all the skills covered in the exam.





What’s Included:

The CompTIA CySA+ certification focuses on the candidate's ability required to capture, monitor, and respond to network traffic findings along with the software and application security; automation, threat hunting, and IT regulatory compliance. The CompTIA CySA+ certified candidates will be able to apply the appropriate incident response procedure, analyze potential indicators of compromise, and utilize basic digital forensics techniques.




Lessons

18 Lessons

320 Quizzes

160 Flashcards

160 Glossary of terms




TestPrep

85 Pre Assessment Questions

2 Full Length Tests

85 Post Assessment Questions

170 Practice Test Questions




LiveLab

30 LiveLab

30 Video tutorials

01:57 Hours





Video Lessons

46 Videos

12:59 Hours





Course Outline 




Chapter 1: Introduction

Chapter 2: Today’s Cybersecurity Analyst

Chapter 3: Using Threat Intelligence

Chapter 4: Reconnaissance and Intelligence Gathering

Chapter 5: Designing a Vulnerability Management Program

Chapter 6: Analyzing Vulnerability Scans

Chapter 7: Cloud Security

Chapter 8: Infrastructure Security and Controls

Chapter 9: Identity and Access Management Security

Chapter 10: Software and Hardware Development Security

Chapter 11: Security Operations and Monitoring

Chapter 12: Building an Incident Response Program

Chapter 13: Analyzing Indicators of Compromise

Chapter 14: Performing Forensic Analysis and Techniques

Chapter 15: Containment, Eradication, and Recovery

Chapter 16: Risk Management

Chapter 17: Policy and Compliance

Chapter 18: Appendix: Video Tutorials




A more detailed outline can be found here.
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